REPORTING A CYBERCRIME
COMPLAINT TIP CARD

As we spend more time online, crimes that previously occurred face to face — like credit
card fraud, identity theft, and harassment — now occur online as well. By reporting
cybercrime to the appropriate authorities, you can play a role in making the Internet safer
and more secure for all.

RESOURCES AVAILABLE TO YOU

Once you discover that you have become a victim of cybercrime, immediately notify your
local authorities to file a complaint. Keep and record all evidence of the incident and its
suspected source. Below is a list of the government organizations that you can file a
complaint with if you are a victim of cybercrime.

Report computer or network vulnerabilities to US-CERT via the hotline (1-888-282-0870)
or the website (www.us-cert.gov). To report phishing attempts to US-CERT, forward
phishing emails or websites to US-CERT at phishing-report@us-cert.gov.

Report fraud to the Federal Trade Commission at www.ftc.gov/complaint, if applicable.

Report identity theft at www.ldentityTheft.gov, the government’s free, one-stop resource
to help you report and recover from identity theft.

If you are a victim of online crime, file a complaint with the Internet Crime Compliant
Center (IC3) at www.ic3.gov. IC3 is a partnership between the Federal Bureau of
Investigation (FBI) and the National White Collar Crime Center (NW3C).

If you believe someone is using your Social Security number, contact the Social Security
Administration’s (SSA) fraud hotline at 1-800-269-0271. For additional resources, visit
the SSA at http://oig.ssa.gov/report-fraud-waste-or-abuse.

Stop.Think.Connect. is a national public awareness campaign aimed at empowering the American public to be safer and more
secure online. The Campaign’s main ohjective is to help you become more aware of growing cyber threats and arm you with the
tools to protect yourself, your family and your community. For more information visit www.dhs.gov/stopthinkconnect.

<= -
iui Homeland www.dhs.gov/stopthinkconnect

72 Security STOP THINK | CONNECT"



http://www.us-cert.gov/
mailto:phishing-report@us-cert.gov
http://www.ftc.gov/complaint
http://www.identitytheft.gov/
http://www.ic3.gov/default.aspx
https://www.ic3.gov/egress.aspx?u=http%3a%2f%2fwww.fbi.gov%2f&h=1F0DB2BBBE5F1E5693A278BD58611A9B7852376ABC1B654F77AB7B277B146A77
https://www.ic3.gov/egress.aspx?u=http%3a%2f%2fwww.fbi.gov%2f&h=1F0DB2BBBE5F1E5693A278BD58611A9B7852376ABC1B654F77AB7B277B146A77
https://www.ic3.gov/egress.aspx?u=http%3a%2f%2fwww.nw3c.org%2f&h=D0B844904184728672F10384C4375E6599C92072B70147E562BFADBD199D667D
http://oig.ssa.gov/report-fraud-waste-or-abuse




Accessibility Report





		Filename: 

		Reporting a Cybercrime Complaint.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 0



		Failed manually: 0



		Skipped: 0



		Passed: 30



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



